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. Purpose and Scope

Online sa;elg is an 'mlegral Parl of sajteguardmg ond child Proleclion of Ioseph Turner Primar3
School. The school adopts a whole-school approach that Prokects and educales Pupils, sraﬁ and
the wider school communitﬂ in their use of fechnologﬂ, and eslablishes clear arrangemenls lo

iolenhfg, report, intervene in ancl escalate cancerns.

This Policg applies bo pupils, staff, governors, volunfeers, visitors and conlraclors using school
sgskems, nelwor|<s, clevices, accounls or online services, whether on or away from the school

Premises.

2. EJ:J:eche Prachice in Online Safetﬂ
. Educalion for the safe, responsible and aPProPriate use of fechnologﬂ bg Pupils
and staff.
. An up—to—date and effechvelﬂ implemented Online Sa;ekg and Acceplable Use
Policg.
. Appropriate filfering and monilor'mg s\Ljstems.
. Secure school nelworks, devices and user accounls.
. Appropriate safeguarcling and online—safefg training for sfaff.
. Age—appropriate online—safefg education for pupils.

. Effechve reporhng and sa;eguarding Procedures.

. Appropriate monagemenk of mobile and smark Lechnologﬂ.

. Safe and appropriake use of generahve arhpcial inte”igence (AD.

. Regular review of emerging fechnologies and associated sa;eguarding risks,

3. Four Areas of Online Risk
Conlenk

Exposure bo i”egal, inappropriake or harmful content, including pornographﬂ, racism, misoggnﬂ,
self—harm, suicide, anfisemilism, radicalisalion, extremism, extreme sexual or Phgsical violence,
misinformahon, clisinformahon and conspiracg theories.

Conlach

Ho,rmful online inkeraction with other users or generahve Al applicahons that simulake inkeraction,
including peer pressure, inaPProPriate commercial contack and grooming or exploitahon for sexual,
criminal, financial or other purposes.

Conduch

Online behaviour that increases the likelihood Of, or causes, harm, inclu,cling online bullﬂing and the
mo,king, sending or receiving of explicik images, including malerial cligifallﬂ alkered or generaled
using AL

Commerce



Risks mclucling online gambling. inappropriare adverlismg, Phishing, financial scams and olher

forms of online financial explolrahon.

b, Leudership, Responsibllihes and Review

Online sufet\u forms Purr of the school's wider sa;eguarding urrangemenrs and should be read
alongside the Child Protection and Sa;eguurding Policu, Relational Policu, Anfi—BullHing Policu,
SLO,H Code of Conduct, Data Prolection Policu, Compuhng Policu, mobile-device arrangements and

relevant curriculum Policies.

The Designuled Sufeguarc[mg Lead (DSL, Lucu Culler) has lead responsibilitu for sa;eguarding,
including online sufetﬂ. The DSL, Lucu Culler works with the Headteucher, Laura Co”ins, Laura
Co”ins, Compuhng Lead, Scoll Seﬁon , Scoll Seﬁon and IT supporL Tan Grenhan Eservices, Tan

Grenhun Eservices, LO ensure OPPFOPriGITC arrungements are implemented.

The Policu will be reviewed ot least unnuu”u and sooner where there are significunf chunges in

legislahon, stulutor\u guiclunce, fechnologﬂ, sa;eguurding risks or schaol susfems.

5. Teuching and Learning

Technolo% is an importunt componenf of children’s educalion and wider lives. Pupils will be
supporfecl bo become safe, responsible, critical and cligilu”u literate users of lechnolo%. Educalion
will be aPProPriute bo Pupils' ages, developmental srages and individual needs, including the needs

of Pupils with SEND and other vulnerabililies.

Pupils will be raughl bo:
. understand ucceplable and unacceprable online behaviour;
. Profect Personul informahon and Privacu;
. recognise online bu”uing, hurmful contact and inaPProPriute confent;
. understand that people and informuhon online may not alwuus be what HIGH
appear bo be;
U crihca”u evaluale online informahon and cross-check accuracy;
U recognise misinformuhon, disinformahon and pokenha”u misleading AI—generated
malerial;
U recognise Phishing, scams, inuppropriare udverlising and other financial risks;
U understand opporlunihes and risks associated with generahve AL
. understand that images, audio and video may be allered or AI—genera[ed;
U understand uppropriare ways of creuhng, sharing and receiving imuges;
. know how and when lo seek help and reporr concerns immediarelu bo a brusted



The Educahon for a Connected World framework m03 support curriculum Plcmnmg alongside

stalutorﬂ RSHE and the wider curriculum.

6. Reporhng Online Safefg and Sa;eguardmg Concerns
Pupils will be Laughl bo Lell o brusted adult immedialelﬂ if someHﬂng online makes them worried,
uncomforkable, frightenecl or unsafe. Skaﬁ must take concerns seriouslg and follow the school's

sa;eguarding PI"OCGdUI"GS.

Ang online concern inolicahng that a child may be suffering, oris likelﬂ bo sufrer, harm must be
reported PromPHH to the DSL, Lucg Culler or one of the deputﬂ DSLs. Child-on-child online abuse
will be considered as o sa;eguarding mabter where aPProPriate and not solelg as behaviour or ICT

misuse.

Evidence should be Preserved where SO,fe o,nd lO,qul ITO Cl,0 S0. SLOFF musk HOL unnecessarilg view,

COPH, fOI"WO,I"d ar sgve POanhOHH i“egal ar harmful imogerﬂ.

1. Generalive Arhpcial Inte“igence (AD)

The school recognises that generohve Al can Provide educalional opporlunihes buk may introduce
sa;eguarding, Privacg, informahon—securitﬂ, accuracy and copﬂrighf risks,

. Al lools will be assessed before being approvecl for pupil use.

. The age, development and individual needs of pupils will be considered.

. Safeguarcling and data—Protechon implicahons will be considered.
. Personal, sensilive or conpdenhal informahon must not be entered into unaPProved
Al s‘Ljstems.

. Pupils will be Laughl that AL outpul can be inaccurale, misleading, biased or
fabricaled and should be checked against reliable sources.

. InaPProPriate AI use will be addressed under sa;eguarding and/or behaviour
Proceclures as appropriake.

. Al aPPlicaHons will be considered within filfering and monifcring arrangements.

. SLQH will receive appropriate informahon, training and upclo,les.

Creahng, manipulahng or sharing harmful or inappropriate AI—generated imoges, audio or vicleo,

including cleepfakes, will be addressed under the school's safeguarcling and behaviour Proceclures.

8 Fi”ering and Monitoring
The governing boclﬂ will ensure that appropriake fiuering and moniloring sgskems are in Plo,ce and

that relevant Department for Educalion fllfering and monilor'mg standards are considered. The



J:iller'mg sgslem will aim o block harmful ond inqppropriake content withoul unreasonablg impachng

teaching and learnmg.

. The Headteacher, Laura Collins in responsibile for fi”ering and moniloring

. The DSL, Lucg Culler will have oversight of sa;eguarding implicahons.

. IT supporh Tan Grenhan Eservices will provide appropriate bechnical experhse and
supporL

. Skaﬂt will understand how to reporf filfering and monilor'mg concerns.

. Arrangements will kake account of school-owned devices and relevant infternel-

connected sgskems.

. The effechveness of Provision will be reviewed al least once every academic year bﬂ
the responsible SLT member, supporked bg the DSL, LucH Culler and IT support, Ian
Grenhan Eservices, and a record of the review and resulhng achions will be relained.

. Weeklg SENSO monifcring

. reporks and IT reports produced three limes a year will suppork oPerahonal

OVGFSighE bU,IT Cl,0 not replace Hme formal annual effechveness review.

9. Mobile Phones, Smart Devices and Personal Technolo%

The school will maintain clear expectahons concerning mobile phones, smart walches and olher
Personal infernel-connected devices. Devices using mobile daka may bﬂpass school fllfer'mg and
monilor'mg s\Ljstems. Pupils' use of Personal devices will be managed Hmrough agreed school
arrangements. Staff use of personal devices must complg with the Staff Code of Conduct and
sa;eguarding Procedu,res. Personal devices must not be used to Pho[ogruph, film or record Pupils

unless eXPliCiHH O,UH'IOFiSGd uncler an agreed SChOOl Procedure.

|O Remole ancl Blended Learning

Where remote educalion is rectuirecl, the school's sa;eguarding and child Protechon procedures

continue lo OPPlH'

. SLQH will use school—approved communicakion and learning plafforms and schaol
accounts.

U School devices will be used wherever prachco,ble.

U Appropriate PrOFessional boundaries and privacg will be maintained.

U Personal conkack informahon will not be shared with pupils.

. School Proceclures regarding recording lessons will be fcllowed.

U So,fegu,arcling concerns arising during remote learning will be reported Hmrough

normal sa;eguarding Procedures.
. Remofe—learning fechnolo% will have aPProPrlate Privacy, secu,rihj and

S(erg uarding arrangements.



. Pupils will be reminded of the Acceplable Use Agreement ond onlme-safetg

expectahons.

Il Managing Internet Access and Informahon Securitﬂ
. IT securitﬂ will be supported bg the school's approved IT suPPorh Lan Grenhan
Eservices Provider.
. School ICT secur'ﬁg will be reviewed regularlg and securitﬂ updates and malware
Profechon maintained.
. Users must keep Passwords secure and must not rouhne[g share credentials.
Authorised administrators may rese or manage accounts when necessary.
. Pupi[s musk immediatelg tell o brusted adulk if Hleﬂ receive offensive or
inappropriake electronic communicalion and must not deliberotelg delete relevant evidence.
. Pupils will be Laughl not bo disclose Personal delails about themselves or others and
not bo meek an online conbact without appropriake adull knowledge and safeguarcls.

. Suspicious messages, links and altachmenls should be treated cauhouslg.

12, Imoges, Recordings and Published Conlent
Photogrophs, video and audio recordings of pupils will onlﬂ be created using school—approved

devices, s\Ljstems and accounls unless allernalive arrangements are sPecificaHH authorised bﬂ the

Heacueacher, LOUI"G Co“ins.

. Images and recordings must have o legihmale educational or school purpose.
. Theﬂ must be stored securelﬂ and onlg be accessible to authorised persons.
. Theﬂ will be managed in accordance with the Dala Profeclion and Records

Management policies.

. Theﬂ must not be stored permonean on personal devices.

. Theﬂ will be securelg deleted when no longer required in accordance with refention
arrangements.

. Publication will take account of current consent arrangements, safeguarcling

consideralions and do,to,—Protechon recluiremenfs.
. SLQH or Pupil personal conbact informahon will not be Published. The school's

Official contact delails should be used online.

3. Sacial Networking and Personal Publishing
. Pupils, sfaff and Po,rents/carers will receive age-appropriabe informahon about sofe
use of social nelworks and online services.
U SLQH must mainkain Pro;essional boundaries and must not use Personal social-

media relahonships to communicale with pupils.



. Pupils will be taughl not to disclose 'mformahon that idenhfies themselves, friencls
or their location.

. Parenks/carers will be signposted bo current Provider age recluiremenls and safelﬂ
inJ:ormaHon rather than relﬂing on o fixed lisk thal may become outdaled.

. Significanf emerging online—safelﬂ informahon will be shared with families when

appropriake.

|4. Protechng Personal Dala
Personal dala will be collecked, processed, stored, shared and disposecl of securelg and lawFuHH in
accordance with UK GDPR, the Data Prolechion Act 20|8, the school's Daka Proteclion Policg and

FE[GVOYIIT Deparkmenk fOI" EdUCOHOH guidance.

I5. Aufhorising Internet and Sﬂslem Access
. Skaﬁ must read and sign the Staff Acceptable Use Agreemenl.
o Parenks/carers and pupils will be Provicled with the relevant home-schaol online-
sa;ekg or accepkable—use agreemenf
o Pupil access will be appropriatelﬂ supervised and supported according bo age,
developmental stage and need.
. Visitors or olhers requiring access to school s\Ljstems will be expeckecl bo complg with

H’IC SCl’lOOl,S O,CCCPLOIHG-U,SC o,nd SeCU,I"iITH arrangements.

6. Risk Assessment and Incident Managemenk
The school will take reasonable Precauhons bo prevent access bo harmful or inappropriate malerial
while recognising that no technical s\Ljslem Provicles absolule protechon. Online—safetﬂ incidents will

be assessed according to their nature and level of risk

. Safeguarcling concerns must be reported immediatelﬂ bo the DSL, LucH Culler or
one of the depukg DSLs.

. Where there is an immediate risk of harm, appropriake emergency sa;eguarcl‘mg
aclion will be faken.

. Where Polenhal criminal achvitﬂ is iclenhfied, the Headleacher, Laura Collins/DSL,
Lucg Cubler will consider referral bo the Police and/or relevank agencies in accordance with
sa;eguarding proceclu,res.

U SLQH must nok inkenhona”ﬂ view, download, Copy. forward or share i“egal or
suspeckecl illegal imagerﬂ in an a“empt bo inveshgate an incident.

U Parenks/carers and pupils will be informecl of relevant reporhng and complainls

Proceclu,res.

7. S[aﬁ Troining and Communicalion



All slaff will receive appropriake sa;eguardmg and onl'me-safekg informahon Hmrough induclion

and regular safeguarcling updakes ond troining. All skaff must read Part One of Keepmg Children
Safe in Educahon 2026 in full.

. Training will address the four areas of online risk;
. J:illering and monifor'mg responsibilihes;

. reporhng of onllne—safetﬂ concerns;

. child-on-child online abuse;

. generohve Al and AI—generated/ manipulalecl lmogerH;

. Pro;essional boundaries;

. dala prolechon and cgber securilﬂ;

. emerging online risks; and

. the Parhcular vulnerabililies of individual Pupils.

8. Worl(mg with Parents and Carers

The school will work in Parlnership with Parents and carers, Provicle relevant online—sa;efg
informahon Hmroughouk the year and signpost families to current sources of supporL Parents/carers
are encouraged lo establish age—appropriate boundaries around devices, gaming, messaging, social

medio, and emerging Lechnologies and ITO confact Hme SChOOl where H’leﬂ hOVG cancerns.



